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Abstract

The Wallet Secure Cryptographic Application (WSCA) is the security-critical software
component of the EUDI Wallet responsible for protecting and performing cryptographic
operations and managing security-sensitive assets. As a core security component, a
compromise of the WSCA could directly affect the security and trustworthiness of the EUDI
Wallet. Under Commission Implementing Regulation (EU) 2024/2981, the WSCA is therefore
subject to a high level of vulnerability analysis, with AVA_VAN.5 defined as the
default assessment level.

AVA_VAN.5 provides a rigorous analysis of potential vulnerabilities and resistance against
attackers with high attack potential, providing assurance that the WSCA cannot be practically
compromised through known or previously unknown vulnerabilities within the defined
evaluation scope.

As the WSCA is implemented as a software-only product, its security also depends on the
security properties of the underlying operating platform on which it executes. Weaknesses or
vulnerabilities in the platform could undermine the security objectives of the WSCA, even
where the WSCA itself is securely implemented.

Therefore, the security requirements for the underlying operating platform must be clearly
defined and justified to ensure that the platform provides the necessary security properties
to support the AVA_VAN.5 vulnerability assessment level claimed for the WSCA. This
document defines these requirements and establishes the security conditions that the
underlying platform must satisfy so that vulnerabilities or weaknesses in the platform do not
undermine the security objectives or the overall assurance level of the WSCA.
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1 Introduction

1.1 Security problem definition

The WSCA is a software-only application running on an underlying operating system. As
the WSCA is evaluated against AVA_VAN.5, the security of the underlying platform must
provide a level of protection commensurate with the security objectives and vulnerability
resistance expected for the WSCA. A weakness in the underlying platform could provide an
attacker with a means to bypass the security mechanisms of the WSCA and consequently
undermine the AVA_VAN.5 assurance claim.

The objective of this document is to define the security requirements and protection
principles for the underlying platform on which the WSCA operates. These
requirements address the platform capabilities and configuration necessary to protect the
WSCA against unauthorised access, modification, interference and exploitation, and to
ensure that platform vulnerabilities do not provide an attack path that would undermine the
WSCA security objectives.

The WSCA and its underlying platform must be deployed in a secure and controlled
operational environment. The operational environment shall provide the physical,
administrative and operational controls necessary to protect the WSCA and its underlying
platform against unauthorised physical access, tampering, misuse and other environmental
threats. These controls include as applicable, physical protection of the servers and
WSCD, controlled access to the environment, and protection of supporting
infrastructure and network connections. The operational environment therefore forms
an additional layer of protection and shall be sufficiently secure to ensure that the security
objectives of the WSCA and the protection provided by the underlying platform are not
undermined during operation.

The requirements defined in this document establish the minimum-security conditions for
the underlying platform and operational environment to support the WSCA's
AVA_VAN.5 evaluation. They cover, as applicable, aspects such as minimal configuration,
restricted execution, least privilege, process isolation, memory protection, controlled
interfaces, platform integrity and vulnerability management.

1.2 Document Identification

Title: Security Requirements for the Underlying Platform of the WSCA Supporting
AVA_VAN.5 Evaluation

Version: 0.7
Date: Tuesday, 27 October 2026
Authors: SGS Brightsight (ITSEF and CB)

1.3 Structure of the document

This document uses a step-by-step, layered approach to identify the security measures
needed to protect the WSCA and support its AVA_VAN.5 evaluation. It starts by
considering the operational environment in which the WSCA is deployed, then identifies the
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components of the underlying platform, establishes the security principles that apply to these
components, and finally translates these principles into detailed security requirements.

Section 2 — Security requirements Operational Environment: describes the conditions
and security requirements that shall be in place around the WSCA and its underlying
platform.

Section 3 —High-Level layered Design of the Underlying Platform: High-Level layered
Design of the Underlying Platform: describes the different components that make up the
underlying platform, including the hardware, bootloader, operating system kernel, system
services, application space and container environment. This establishes the scope of the
platform that supports the WSCA.

Section 4 — Security Principles for the Underlying Platform: defines the fundamental
security principles that shall be applied to the underlying platform. These principles describe
how the platform is to be protected, including minimising the attack surface, restricting

execution and privileges, isolating processes, protecting memory and controlling interfaces.

Section 5 — Requirements for the Underlying Platform: translates the security
principles into specific requirements for each applicable platform layer. These requirements
define the security properties and configurations necessary to ensure that individual
weaknesses in the underlying platform do not provide an attack path that could compromise
the WSCA or undermine its AVA_VAN.5 assurance claim.

Section 6 — Application of the Requirements for the Linux-Based Underlying
Platform: This chapter describes how the defined security requirements can be
implemented in a Linux-based environment.
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2 Security requirements Operational
Environment

This section describes the required operational environment in which the WSCA shall be
deployed and identifies the architectural, platform and deployment constraints that are
required to support the security objectives and assurance expectations associated with an
AVA_VAN.5 evaluation.

Section 5 defines the detailed security requirements for the dedicated underlying
platform. These requirements are derived from the security principles defined in Section 4
and specify how these principles apply to the individual layers and components of the
platform. The operational environment is depicted in Figure 1.

Wallet Provider Backend
'y

e
l 1
1 [
1 I
l < I
: Gateway server 1
i WSCD < : .> Wallet Instance
- I
| — Data base 1
1 ' 1
1 I
1 . [
1 - [
1 [
1 1
1 Hardened Platform 1
1 [
1 [
I Secure Environment I

Figure 1 — WSCA in Its Environment

The security requirements for the operational environment in Table 1, follow the principle of
minimising exposure and reducing the attack surface of the WSCA and its dedicated
underlying platform and thus reduce the likelihood that a vulnerability in the operational
environment or the underlying platform can be used to compromise the WSCA.

Table 1 — Security requirements Operational Environment

Security requirements Operational Environment

The WSCA operates on a dedicated underlying hardened platform and hardware
that forms part of its trusted operational environment. This platform is responsible for
providing the security mechanisms necessary to protect the WSCA against
unauthorised access, modification, interference and exploitation (see detailed

ENV- requirements in section 5).

DEDICATED_PLATFROM R . . R -
¢ - No applications, services, workloads or processing functions unrelated to the

WSCA shall be installed or operated on the hardened platforms and on top
dedicated hardware.

Consequently, deployment of the WSCA as a shared cloud application is not permitted.
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ID Security requirements Operational Environment

Administrators are appropriately trained, follow established policies and guidance, and

are trusted to act without malicious intent. They ensure that passwords and
ENV-TRUSTED-ADMIN credentials have sufficient strength and entropy.

The platform enforces dual control for administrative tasks to prevent a single

administrator from performing sensitive or potentially malicious actions alone.

The WSCA platform shall not be directly exposed to the Internet. External
communication is mediated through a gateway platform positioned between the
WSCA platform and the Internet. This provides an additional security boundary for
network communication and reduces the direct exposure of the WSCA execution
environment. The gateway implements at least DDoS protection, intrusion detection,
antivirus functionality and firewall functionality.

ENV-GATEWAY

The WSCD and security-relevant databases supporting the WSCA shall be
ENV-DATABASE located within the same protected operational environment as the WSCA platform and
shall not be directly accessible from untrusted networks.

Communication channels between the WSCA and the WSCD and the WSCA the

gateway platform shall be authenticated and encrypted. The communication

mechanism shall protect the confidentiality and integrity of all exchanged security-
ENV-WSCD-CHANNEL relevant data and cryptographic commands, and shall prevent unauthorised

interception, modification, replay, or impersonation of communicating parties.

The communication channel between the WSCA and the WSCD shall use a dedicated

physical connection, isolated from all other computer systems.

The TOE and its underlying platform shall be located in a physically secured
environment that protects against unauthorised physical access, tampering, theft, and
physical interference. Access shall be restricted to authorised personnel through
appropriate physical access controls.

Physical security measures shall protect the WSCA, WSCD the databases and the
gateway against attacks that could compromise their integrity, confidentiality, or
availability, including attacks within the scope of the AVA_VAN.5 vulnerability
assessment.

ENV-ENVIRONMENT
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3 High-Level layered Design of the
Underlying Platform

The underlying platform is the complete software and hardware environment required to
execute and protect the software-only WSCA. The platform consists of several layers, where
each layer provides functionality and security mechanisms required by the layers above it.

For each of these layers, Section 5 defines a set of security requirements derived from the
security principles described in Section 4. The High-Level layered Design is depicted in
Figure 2.

Wallet Provider Backend
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Operating System / System Services

Boot and Initialisation Layer
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Figure 2 — High-Level Design of the Underlying Platform

3.1 Hardware / Host System

The hardware/host system provides the physical resources on which the underlying platform
operates. This includes the processor, memory, storage, network interfaces and the physical
interfaces used to connect to the WSCD. Where available, hardware-based security features
such as hardware-assisted memory protection or trusted execution mechanisms may also
contribute to the protection of the WSCA.

3.2 Boot and Initialisation Layer

The boot and initialisation layer is responsible for bringing the platform into a known and
controlled state before the operating system starts. It typically includes firmware such as
UEFI and a bootloader, and may include mechanisms such as Secure Boot and integrity
verification. This layer is important because compromise of the boot process could allow
malicious code to execute before the operating system and security controls are established.

3.3 Operating System Kernel

The operating system kernel provides the fundamental security and resource-management
functions of the platform. It controls processes, memory, privileges, devices, system calls,
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inter-process communication and network functionality. The kernel is particularly security-
critical because a compromise of the kernel could allow an attacker to bypass the security
controls protecting the WSCA.

3.4 Operating System / System Services

Operating system services provide the functionality required by the kernel and applications
to operate the platform. These may include authentication and authorisation, file and storage
services, cryptographic services, logging, time services, networking and system
management. Only services required for the secure operation and administration of the
WSCA environment should be enabled.

3.5 Application Space

Application space contains the software that runs above the operating system, excluding the
WSCA itself. This may include supporting applications, utilities, management components
and other software required to operate the platform. The application space should be
minimised and controlled to reduce the possibility that vulnerabilities in unrelated
applications can be used to compromise the WSCA.

3.6 Container / Isolation Layer

Where containers are used, the container runtime and its associated isolation mechanisms
form part of the platform supporting the WSCA. Containers provide separation between
applications and can restrict access to platform resources through mechanisms such as
namespaces, resource controls and security policies. The security of the container runtime,
container configuration and container images must therefore be considered where the WSCA
executes within a container.

3.7 WSCA Execution Environment

The WSCA execution environment is the specific environment in which the WSCA software
executes. It includes the runtime components, libraries, configuration, security policies and
interfaces required by the WSCA. It also includes the interfaces through which the WSCA
communicates with the WSCD and, where applicable, the gateway. The execution
environment must provide the necessary isolation and protection to prevent other platform
components from compromising the WSCA.
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4 Security Principles for the Underlying
Platform

Table 2 defines the security principles for the underlying platform. The principles are
focused on reducing the attack surface, restricting execution and privileges,
isolating the WSCA from other platform components, protecting its memory and
security-relevant data, controlling interfaces and network exposure, and
maintaining the integrity of the platform.

Table 2 — Security Principles for the Underlying Platform

Security Principle Security Principal description

The underlying platform shall be configured with only those operating
Minimal system components, services, drivers, interfaces and functions that are
Configuration required for the secure operation of the WSCA. Unnecessary functionality
shall be disabled or removed.

01

The underlying platform shall restrict execution to authorised software,
02 Limited Execution processes and services required for the operation of the WSCA. Execution
of unauthorised software shall be prevented.

The underlying platform shall ensure that the WSCA and its supporting
03 Least Privilege processes operate with only the privileges necessary to perform their
specified functions.

The underlying platform shall provide isolation between the WSCA and
04 Process Isolation other processes such that an unauthorised process cannot access, modify
or interfere with the WSCA or its security-relevant data.

The underlying platform shall protect memory allocated to the WSCA
05 Memory Protection against unauthorised reading, modification and execution by other
processes or users.

The underlying platform shall restrict access to system interfaces, devices,
06 Controlled Interfaces files, inter-process communication mechanisms and other resources to
those required for the operation of the WSCA.

The underlying platform shall provide mechanisms to prevent or detect
07 Platform Integrity unauthorised modification of platform components that could affect the
security of the WSCA.

The underlying platform shall expose only the network services, protocols
and ports required for the operation of the WSCA. Direct network access

o Net k Protecti
8 etworlk Frotection from the WSCA to untrusted networks shall be prevented where it is not
required for the WSCA's specified operation.
WSCA Data The underlying platform shall protect WSCA security-relevant data,

09 | including configuration data, credentials and other sensitive information,
Protection . . . e L .
against unauthorised disclosure, modification or deletion.

The underlying platform shall prevent a process or user operating with
Privilege Escalation ying p P P P 9

10 A limited privileges from obtaining privileges that could be used to
Protection . . .
compromise or interfere with the WSCA.
Security-Relevant The underlying platform shall pr.ovide Iogging 'of s'ecurity-relevant events
11 necessary to support the detection and investigation of events that could

L .
°gging affect the security of the WSCA.
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Security Principle Security Principal description

The underlying platform shall be maintained using a defined vulnerability

12 Vulnerability and security-update management process to ensure that known
Management vulnerabilities that could affect the WSCA are assessed and appropriately
remediated.
The underlying platform shall be continuously monitored for security-
. relevant events, anomalous behaviour, and indicators of compromise that
Cyber Security .
13 could affect the security of the WSCA. Detected events shall be analysed

Monitorin . . L
9 and, where necessary, trigger appropriate alerts and incident response

measures.
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5 Requirements for the Underlying
Platform

This section defines the security requirements for each layer of the underlying platform
architecture. The requirements are derived from the security principles established in
Section 4 and translate these principles into concrete security objectives and controls for the
individual platform layers.

Together, these requirements ensure that the underlying platform provides the security
properties necessary to protect the WSCA and to support its AVA_VAN.5 assurance
objectives.

5.1 Hardware Requirements

The hardware/host system provides the physical foundation on which the underlying
platform and WSCA operate. As the WSCA is a software-only application, compromise or
manipulation of the hardware may bypass software-based security mechanisms and directly
affect the confidentiality, integrity and availability of the WSCA. The hardware shall therefore
be configured and operated to provide a controlled and trustworthy foundation for the
platform.

Security Principle Hardware Requirement

The host system shall be configured with only the hardware components

HW-01 Minimal required for the operation of the WSCA platform. Unnecessary hardware
Configuration devices and interfaces shall be disabled or removed where technically
possible.
The hardware shall support the platform's mechanisms for restricting
HW-02 Limited Execution execution to authorised platform and WSCA software. Hardware

mechanisms that could allow unauthorised code execution or bypass
platform controls shall be disabled or appropriately controlled.

Hardware resources and privileged hardware functions shall only be
HW-03 Least Privilege accessible through authorised platform mechanisms and to components
requiring such access for their specified functions.

The host hardware shall provide, where supported, hardware-assisted
HW-04 Process Isolation mechanisms for isolating processes and execution environments, including
processor privilege levels and virtual memory protection.

The processor and memory subsystem shall support hardware-assisted
memory protection mechanisms. These mechanisms shall be enabled and
configured to prevent unauthorised access to memory allocated to the
WSCA.

HW-05 Memory Protection

Physical interfaces and peripheral devices shall be limited to those required
for the operation and administration of the WSCA platform. Unnecessary
interfaces, such as unused USB, storage or peripheral interfaces, shall be
disabled or physically restricted where possible.

HW-06 Controlled Interfaces

Where supported by the hardware, mechanisms such as a hardware root of
trust, Trusted Platform Module (TPM), measured boot or Secure Boot shall
be used to support verification of the integrity of the platform during
system initialisation.

HW-07 Platform Integrity
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ID Security Principle Hardware Requirement
Network interfaces shall be limited to those required for WSCA operation
. and platform administration. Unused network interfaces shall be disabled,
HW-08 Network Protection and the hardware configuration shall not provide an uncontrolled path to
untrusted networks.
Hardware resources used to store or process WSCA security-relevant data
HW-09 WSCA Data shall be protected against unauthorised physical and logical access. Where
Protection hardware security mechanisms are available, they shall be used where
required to protect sensitive data.
The hardware shall support processor and platform security mechanisms
HW-10 Privilege Escalation that prevent lower-privileged software from directly accessing privileged
Protection hardware resources or bypassing the access-control mechanisms of the
underlying platform.
. Where hardware security events are relevant to the security of the WSCA,
Security-Relevant . X
HW-11 . the platform shall provide mechanisms to capture or expose such events to
Logging i L .
the platform logging and monitoring functions.
The hardware platform, including firmware and microcode, shall be subject
HW-12 Vulnerability to a defined vulnerability-management process. Security updates
Management addressing vulnerabilities that could affect the WSCA shall be assessed and
applied in accordance with the applicable security-update policy.
The hardware platform shall support the collection and reporting of
security-relevant hardware events, where technically available, including
HW-13 Cyber Security hardware faults, integrity violations, and indicators of unauthorised physical

Monitoring

or logical access. Such events shall be made available to the platform's
security monitoring mechanisms for analysis and, where necessary, trigger
appropriate alerts.

5.2 Boot and Initialisation Layer Requirements

The boot and initialisation layer establishes the initial state of the underlying platform before
the operating system and WSCA are executed. As this layer executes before the security
controls of the operating system are fully established, a compromise of the boot process
could allow an attacker to introduce malicious or modified components and subsequently
bypass the protection mechanisms of the platform and WSCA.

Security Principle

Boot and Initialisation Requirement

The boot and initialisation environment shall be configured with only the

BOOT-01 Minimal firmware, boot components and configuration required to initialise the
Configuration platform and start the authorised operating system. Unnecessary boot
functionality shall be disabled where technically possible.
The boot process shall permit execution only of authorised firmware,
BOOT-02 Limited Execution bootloader components and operating system components. Unauthorised
code shall not be permitted to execute during platform initialisation.
Boot and initialisation components shall operate with only the privileges
BOOT-03 Least Privilege and access to hardware resources necessary to perform platform
initialisation and start the authorised operating system.
The boot environment shall prevent unauthorised or untrusted components
BOOT-04 Process Isolation from gaining access to or interfering with security-relevant boot processes

and initialisation components.
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BOOT-05

Security Principle

Memory Protection

Boot and Initialisation Requirement

The boot environment shall use available hardware and firmware
mechanisms to protect memory used during initialisation against
unauthorised access or modification.

BOOT-06

Controlled Interfaces

Access to firmware configuration, boot interfaces and hardware
configuration functions shall be restricted to authorised personnel or
authorised management mechanisms. Unnecessary boot interfaces shall be
disabled or otherwise restricted.

BOOT-07

Platform Integrity

The boot process shall provide mechanisms to verify the authenticity
and/or integrity of firmware, bootloader and operating system components
before they are executed. Where supported, Secure Boot, measured boot
or equivalent integrity mechanisms shall be enabled and appropriately
configured.

BOOT-08

Network Protection

Network functionality during the boot and initialisation process shall be
disabled unless required for a defined platform function. Where network
boot or other pre-OS network functionality is required, it shall be restricted
to authorised sources and protected against unauthorised modification or
execution.

BOOT-09

WSCA Data
Protection

The boot and initialisation process shall not expose or provide unauthorised
access to WSCA security-relevant data stored on the platform. Access to
storage containing WSCA data during boot shall be restricted to authorised
platform components.

BOOT-10

Privilege Escalation
Protection

The boot and initialisation mechanisms shall prevent lower-trust or
unauthorised components from obtaining privileged execution through
manipulation of the boot process, boot configuration or firmware interfaces.

BOOT-11

Security-Relevant
Logging

Where supported, security-relevant boot and integrity events, including
failed integrity checks and unauthorised boot attempts, shall be recorded
and made available to the platform's security monitoring mechanisms.

BOOT-12

Vulnerability
Management

Firmware, bootloader and other boot components shall be subject to a
defined vulnerability-management process. Security vulnerabilities
affecting the integrity or security of the WSCA platform shall be assessed
and appropriately remediated.

BOOT-13

Cyber Security
Monitoring

The boot and initialisation process shall support the detection of security-
relevant anomalies, including unexpected boot configurations, failed
integrity verification, and unauthorised changes to boot components.
Detected events shall be reported to the platform's security monitoring
mechanisms to enable timely investigation and response.

5.3 Operating System Kernel Requirements

The operating system kernel provides the fundamental security and resource-management
functions on which the WSCA relies. It controls processes, memory, privileges, devices,
system calls and inter-process communication. A compromise of the kernel could allow an
attacker to bypass the security mechanisms protecting the WSCA. The kernel shall therefore
be configured and operated to provide strong isolation, access control and protection of the

WSCA execution environment.

KERN-01

Security Principle

Minimal
Configuration

Operating System Kernel Requirement

The kernel shall be configured with only the functionality, drivers, modules
and interfaces required for the secure operation of the WSCA platform.
Unnecessary kernel functionality shall be disabled or removed where
technically possible.
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Security Principle

Operating System Kernel Requirement

The kernel shall prevent unauthorised kernel modules, drivers or other

KERN-02 Limited Execution privileged code from being loaded or executed. Only authorised and trusted
kernel components shall be permitted.
The kernel shall provide mechanisms to enforce separation between
KERN-03 Least Privilege privileged and non-privileged execution and shall ensure that the WSCA
operates with only the privileges required for its specified functions.
The kernel shall provide process isolation mechanisms that prevent one
KERN-04 Process Isolation process from accessing, modifying or interfering with another process
unless explicitly authorised.
The kernel shall enforce memory isolation and shall prevent unauthorised
. processes from reading, modifying or executing memory allocated to the
KERN-0 M Protect
5 emory Frotection WSCA. Hardware-assisted memory protection mechanisms shall be enabled
where available.
Access to kernel interfaces, system calls, devices, IPC mechanisms and
KERN-06 Controlled Interfaces other kernel-managed resources shall be restricted according to the
privileges and functions of the requesting process.
The kernel shall provide mechanisms to protect the integrity of its own
KERN-07 Platform Integrity . P ) . X P o .y .
code, security configuration and security-relevant data during operation.
The kernel network stack shall be configured to expose only the network
KERN-08 Network Protection functionality required by the WSCA environment. Unnecessary network
protocols, interfaces and services shall be disabled.
The kernel shall enforce access controls preventing unauthorised processes
WSCA Data . . ) .
KERN-09 | or users from accessing WSCA security-relevant files, memory, devices and
Protection
other resources.
L. . The kernel shall provide mechanisms to prevent processes operating with
Privilege Escalation L L L . . L
KERN-10 A limited privileges from obtaining unauthorised higher privileges or
Protection . .
bypassing kernel access-control mechanisms.
The kernel shall provide logging or security event mechanisms for security-
Security-Relevant P 99 'g Y . 4
KERN-11 Loggin relevant events that could indicate an attempt to bypass kernel security
99ing controls or compromise the WSCA.
- The kernel and its security-relevant modules and drivers shall be subject to
Vulnerability L -
KERN-12 Management vulnerability management. Known vulnerabilities that could affect the
9 WSCA shall be assessed and appropriately remediated.
The operating system kernel shall support the detection and reporting of
security-relevant anomalies, including unauthorised privilege escalation,
KERN-13 Cyber Security unexpected kernel module loading, violations of access controls, and

Monitoring

attempts to exploit kernel vulnerabilities. Detected events shall be made
available to the platform's security monitoring mechanisms for analysis and
incident response.

5.4 Operating System / System Services Requirements

Operating system services provide functionality used by the WSCA and other components of
the platform. Because vulnerabilities in unnecessary or improperly configured services can
provide attack paths to the WSCA, only required services shall be enabled and their access

shall be appropriately restricted.
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Security Principle

Operating System / System Services Requirement

Only operating system services required for the secure operation,

Minimal
0S-01 n|r_na . administration and maintenance of the WSCA shall be installed and
Configuration
enabled.
System services shall execute only authorised binaries and components.
0S-02 Limited Execution Unauthorised modification or replacement of service executables shall be
prevented or detected.
Each t i i the WSCA shall t i
05-03 Least Privilege a.c. sys erj S'EI‘VICE required by the WSCA shall opera e.usmg the
minimum privileges and system resources necessary for its function.
System services shall be isolated from the WSCA and from each other to
0S-04 Process Isolation the extent necessary to prevent compromise of one service from directly
compromising the WSCA.
System services shall operate using the platform's available memory
0S-05 Memory Protection protection mechanisms so that they cannot access or modify WSCA
memory without authorisation.
A t t i hall tricted t thori
05-06 Controlled Interfaces ccess to system sgrwces shall be re.s rlF ed to authorised u§ers, processes
and network endpoints. Unused service interfaces shall be disabled.
t i fi ti it lici
0S-07 Platform Integrity Sys'em service c9n igura |.o'n a.nd security policies shall be protected
against unauthorised modification.
Network-facing services shall be limited to those required by the WSCA
0S-08 Network Protection environment. Services that are not required shall be disabled and their
associated ports shall not be exposed.
0S-09 WSCA Data System services shall not provide unauthorised access to WSCA files,
Protection configuration, credentials or other security-relevant data.
- . System services shall be configured to prevent their interfaces or
Privilege Escalation [ . . o .
0S-10 A vulnerabilities from being used to obtain privileges that could compromise
Protection
the WSCA.
. Security-relevant events generated by system services shall be logged
Security-Relevant
0Ss-11 Lo iny where required to detect or investigate activity that could affect WSCA
9ging security.
0S-12 Vulnerability System services and associated components shall be regularly assessed for
Management vulnerabilities and security updates shall be applied where required.
The operating system shall continuously monitor system services for
security-relevant anomalies, including unexpected service behaviour,
0s-13 Cyber Security unauthorised configuration changes, suspicious process activity, and

Monitoring

indicators of compromise. Detected events shall be reported to the
platform's security monitoring mechanisms for analysis, alerting, and
incident response.

5.5 Application Space Requirements

The application space contains software running above the operating system, excluding the
WSCA itself. Unnecessary applications and utilities increase the attack surface and may
provide an attacker with an indirect path towards the WSCA. The application space shall

therefore be strictly controlled.

APP-01

Security Principle

Minimal
Configuration

Application Space Requirement

Only applications and utilities required for the operation, administration and
maintenance of the WSCA environment shall be installed.
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Security Principle

Application Space Requirement

Execution of applications, scripts and utilities shall be restricted to

APP-02 Limited Execution authorised software. Application allow-listing or equivalent controls shall be
applied where technically feasible.
Applicati tiliti hall t ith the minimum privileges required
APP-03 Least Privilege pp |ca1' |?ns and utili |e§ shall operate wi e p g q
for their intended functions.
Applicati hall isolated fi the WSCA so that i f
APP-04 Process Isolation pp'lca 'lons shall be iso a. ed .rom e WSCA so that compromise of an
application does not provide direct access to WSCA processes or resources.
Applicati hall not le t , ify or execute WSCA memor
APP-05 Memory Protection pplica |on§§ all no b'e able to read' modify or e .e u y
unless explicitly authorised and required for operation.
Applicati hall h ly to th t interfaces, files, devices
APP-06 Controlled Interfaces - o o> Shall NAve access only o the system Interiaces
and services required for their intended functions.
Applicati inari rity-relevant configuration shall be protected
APP-07 Platform Integrity pplication binaries and security g P
against unauthorised modification.
Applicati hall not establish network tions to untrust twork
APP-08 Network Protection pplica |on§§ all no .es ablish ne W(.)r connections to untrusted networks
unless explicitly required and authorised.
WSCA Data Applications shall be prevented from accessing WSCA security-relevant
APP-09 R . .
Protection data unless explicitly authorised.
.. . Applications shall be configured and controlled to prevent exploitation of
Privilege Escalation L s L . o
APP-10 Protecti application vulnerabilities from resulting in unauthorised privilege
rotection escalation affecting the WSCA.
Security-Relevant Security-relevant application events that could indicate an attempt to
APP-11 . : i i
Logging compromise the WSCA environment shall be logged where appropriate.
APP-12 Vulnerability Applications installed on the platform shall be subject to vulnerability
Management management. Unnecessary or unsupported applications shall be removed.
Applications in the WSCA environment shall be monitored for security-
. relevant anomalies, including unauthorised execution, unexpected
Cyber Security L ) T L o
APP-13 application behaviour, suspicious process activity, and indicators of

Monitoring

compromise. Detected events shall be reported to the platform's security
monitoring mechanisms for analysis, alerting, and incident response.

5.6 Container / Isolation Layer Requirements

Where the WSCA is deployed within a container, the container runtime and associated
isolation mechanisms form part of the underlying platform. The container layer shall prevent
the WSCA from being exposed to unnecessary host resources or to other containers and shall
ensure that a compromise of a container does not provide an uncontrolled path to the host
or WSCA environment.

Security Principle

Container / Isolation Layer Requirement

CONT-01 Minimal Container images shall contain only the software, libraries and
Configuration configuration required for the intended WSCA function.
Only authorised container images and workloads shall be permitted to
CONT-02 Limited Execution execute. Container images shall originate from controlled and trusted
sources.
tai hall t ith th inimum privileges required. Privileged
CONT-03 Least Privilege Containers shall execute wi e minimum p g q g

containers shall not be used unless explicitly justified and authorised.
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Security Principle

Container / Isolation Layer Requirement

Containers shall be isolated from the host, other containers and unrelated

CONT-04 Process Isolation ) . ) ; ) )
processes using the platform's available isolation mechanisms.
Container resource controls shall prevent one container from accessing or
CONT-05 Memory Protection exhausting memory resources in a manner that could compromise the
WSCA or the underlying platform.
Container access to host devices, filesystems, kernel interfaces and other
CONT-06 Controlled Interfaces host resources shall be explicitly restricted. Unnecessary host mounts and
device access shall not be permitted.
CONT-07 Platform Integrity 'Container images, runtime components and container configuration shall be
integrity-protected and changes shall be controlled.
Container network connectivity shall be restricted to the connections
CONT-08 Network Protection required for WSCA operation. Unnecessary external network access shall be
prevented.
CONT-09 WSCA Data Containers shall not have access to WSCA security-relevant data unless
Protection such access is explicitly required for the WSCA function.
- . Container configuration and runtime controls shall prevent container
Privilege Escalation . S . . }
CONT-10 A processes from escaping their isolation boundary or obtaining unauthorised
Protection .
host privileges.
Security-Relevant Container runtime and security events relevant to the protection of the
CONT-11 Lo iny WSCA shall be logged and made available for monitoring where
99ing appropriate.
Vulnerability Container images, run.t.ir.nes and supporting components. shall be regularly
CONT-12 assessed for vulnerabilities. Vulnerable or unsupported images and
Management
components shall be updated or removed.
The container runtime and isolation mechanisms shall be monitored for
security-relevant anomalies, including unauthorised container creation or
CONT-13 Cyber Security modification, attempted isolation-boundary violations, unexpected resource

Monitoring

access, and suspicious workload behaviour. Detected events shall be
reported to the platform's security monitoring mechanisms for analysis,
alerting, and incident response.

5.7 WSCA Execution Environment Requirements

The WSCA execution environment is the final platform layer immediately supporting the
WSCA software. This layer includes the runtime components, libraries, configuration and
security policies on which the WSCA directly depends. Particular care shall be taken to
ensure that the WSCA has access only to the resources required for its security functions.

Security Principle

WSCA Execution Environment Requirement

The WSCA execution environment shall contain only the runtime

Minimal
WSCA-01 Configuration components, libraries, configuration and supporting functionality required
9 by the WSCA.
_ . Only authorised WSCA binaries, libraries and supporting components shall
WSCA-02 Limited E t
SCA-0 imited Execution be permitted to execute within the WSCA execution environment.
WSCA-03 Least Privilege The WSCA shall execute with the minimum operating system and platform

privileges required to perform its specified security functions.
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Security Principle

WSCA Execution Environment Requirement

The WSCA shall be isolated from unrelated applications, services and

WSCA-04 Process Isolation processes such that compromise of another component does not provide
direct access to the WSCA.
The WSCA execution environment shall enforce memory protection
WSCA-05 Memory Protection mechanisms preventing unauthorised access to WSCA memory and
security-relevant runtime data.
The WSCA shall h ly to the platf int i i
WSCA-06 Controlled Interfaces e SC. sha fave acc§ss on y' 'o e pla .orm interfaces, devices, files
and services required for its specified operation.
WSCA binaries. li - ity- ) .
WSCA-07 Platform Integrity SC blnarles, ibraries anf:l securi y .rele'vant configuration shall be
protected against unauthorised modification.
WSCA-08 Network Protection Netw0|"k commun'lcatlon from the WSCA'shaII be' restrlcte(.:l to explicitly
authorised endpoints and protocols required for its operation.
WSCA Data Security-relevant WSCA data shall be protected against unauthorised
WSCA-09 . disclosure, modification and deletion by the underlying platform and other
Protection
processes.
.. . The execution environment shall prevent the WSCA or its supporting
Privilege Escalation - L K ;
WSCA-10 Protection components from obtaining privileges beyond those required for their
specified functions.
. Security-relevant events affecting the WSCA execution environment shall
Security-Relevant X . L
WSCA-11 Loggin be logged where necessary to support detection and investigation of
99ing security events.
Vulnerabilit All runtime components, libraries and supporting software on which the
WSCA-12 Y WSCA depends shall be subject to vulnerability management and security-
Management
update processes.
The WSCA execution environment shall be continuously monitored for
security-relevant anomalies, including unauthorised changes to runtime
WSCA-13 Cyber Security components or configuration, unexpected WSCA behaviour, suspicious

Monitoring

resource access, and indicators of compromise. Detected events shall be
reported to the platform's security monitoring mechanisms for analysis,
alerting, and incident response.
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6 Application of the Requirements for the
Linux-Based Underlying Platform

This chapter describes how the defined security requirements can be implemented in a
Linux-based environment. Section 6.1 identifies the relevant Linux security mechanisms
that may be used to fulfil the requirements. The subsequent sections describe, for each
requirement, how the applicable mechanisms can be applied and configured to
provide the required security properties.

Not all mechanisms must be used. The developer shall select an appropriate combination
of mechanisms based on the platform architecture. The selected mechanisms shall be
properly justified as providing the required security properties; equivalent
mechanisms may be used where appropriate.

6.1 Linux and Hardware Security Mechanisms Mapping

Table 3 identifies the Linux and hardware security mechanisms that can be used to
implement the security principles and requirements defined for the underlying platform. It
provides a technical link between the required security properties and their implementation

in a Linux-based environment.

Table 3 — Linux and Hardware security mechanisms

Security Mechanism

UEFI Secure Boot

Primary security purpose

Establishes an authenticated chain of trust from firmware to
bootloader and operating system.

Relevant platform
layer

Hardware / Boot

TPM 2.0

Provides hardware-backed protection for keys and platform
integrity measurements

Hardware / Boot

TPM measured boot

Records measurements of firmware, bootloader, kernel and
other boot components to support platform integrity
verification

Boot

UEFI firmware
controls

Restricts hardware configuration, boot sources and pre-0OS
interfaces

Hardware / Boot

GRUB bootloader
protection

Protects kernel selection, boot parameters and recovery
functions against unauthorised modification

Boot

Signed Linux kernel /
kernel modules

Prevents execution of unauthorised or modified privileged code

Boot / Kernel

Linux MMU / virtual
memory

Provides memory isolation between processes and between
user and kernel space

Hardware / Kernel

CPU privilege levels

Separates privileged kernel execution from unprivileged user-
space execution

Hardware / Kernel

NX/XD

Prevents execution of code from memory regions designated
as non-executable

Hardware / Kernel

ASLR

Randomises memory locations to make exploitation of
memory-corruption vulnerabilities more difficult

Kernel / WSCA
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Security Mechanism

Primary security purpose

Prevents the kernel from executing code located in user-space

Relevant platform
layer

SMEP Hardware / Kernel
memory

SMAP Prevents unintended kernel access to user-space memory Hardware / Kernel
Restricts DMA- | Vi from ac ing unauthori

IOMMU es S capable devices from accessing unauthorised Hardware / Kernel

memory regions

Hardware-assisted
virtualisation

Provides hardware support for isolation between virtual
machines or execution environments

Hardware / Isolation

Linux users and
groups

Provides identity-based separation and basic access control

Kernel / Services /
Applications

Linux filesystem
permissions

Restricts read, write and execute access to files and directories

Kernel / Services /
Applications / WSCA

Linux capabilities

Splits root privileges into individually controllable privileges
and supports least privilege

Kernel / Services /
Containers / WSCA

Provides mandatory access control and confinement of

Kernel / Services /

SELinux rocesses and resources Applications /

P Containers / WSCA

Kernel / Services

Provides mandatory application access-control and . /. /

AppArmor confinement policies Applications /
P Containers / WSCA

Restricts the system calls available to a process and reduces Kernel / Applications /

seccomp

its kernel attack surface

Containers / WSCA

Linux namespaces

Isolates processes and resources between execution
environments

Kernel / Containers /
WSCA

PID namespaces

Isolates process visibility and process identifiers

Containers / Isolation

User namespaces

Isolates user and group identities and allows restricted
container root identities

Containers / Isolation

Mount namespaces

Isolates filesystem mount points and restricts visibility of host
filesystems

Containers / Isolation /
WSCA

Network namespaces

Isolates network interfaces, routes and network stacks

Containers / Isolation

IPC namespaces

Isolates inter-process communication resources

Containers / Isolation

cgroups

Controls and limits CPU, memory and other resource
consumption

Kernel / Containers /
Services

systemd service

Restricts service privileges, resources, filesystem access and

System Services /

isolation available system functionality WSCA
systemd Prevents a process and its children from acquiring additional

v - o P q K Services / WSCA
NoNewPrivileges privileges

systemd filesystem
restrictions

Restricts service access to host filesystems and sensitive
directories

Services / WSCA

systemd device
restrictions

Restricts access to hardware devices exposed through /dev

Services / WSCA

systemd namespace
isolation

Creates additional isolation boundaries for system services

Services / WSCA
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Security Mechanism

Container runtime

Primary security purpose

Enforces and manages container isolation using Linux kernel
security mechanisms

Relevant platform
layer

Container / Isolation

Container image
signing / verification

Ensures that only authorised and trusted container images are
deployed

Container / Isolation

Container capability
restrictions

Removes unnecessary Linux privileges from container
processes

Container / Isolation

Container device
controls

Prevents unnecessary access to host hardware devices

Container / Isolation

Filesystem / volume
controls

Restricts container and WSCA access to persistent data

Containers / WSCA

nftables

Restricts network connections, ports, protocols and
communication paths

Kernel / Services /
Applications / WSCA

Linux routing controls

Controls permitted network paths and prevents unintended
network connectivity

Kernel / Network

LUKS2 / dm-crypt

Protects stored data against unauthorised access when
storage is not otherwise protected

Hardware / Storage

auditd / Linux Audit

Records security-relevant system calls, authentication,
privilege and policy events

Kernel / Services /
Applications

systemd-journald

Collects and manages system and service security-relevant
events

Services / Applications /
WSCA

File integrity
monitoring

Detects unauthorised modification of executables, libraries and
configuration

Services / Applications /
WSCA

Kernel hardening
configuration

Reduces exploitable kernel functionality and strengthens
kernel security boundaries

Kernel

Kernel module
restrictions

Prevents unauthorised kernel extensions from introducing
privileged code

Kernel

Device access
controls

Restricts processes from directly accessing hardware devices

Kernel / Containers /
WSCA

Package management
and security updates

Maintains platform components against known vulnerabilities

All software layers

Vulnerability
scanning /
dependency
management

Identifies known vulnerabilities in Linux packages, libraries,
containers and dependencies

All software layers

Security monitoring /
SIEM integration

Collects and correlates security events from logs, audit
facilities, integrity monitoring and runtime sensors; supports
alerting and incident response.

All layers

6.2 Hardware / Host System for Linux

The hardware layer provides security mechanisms that are either directly enforced by the
processor and firmware or exposed to and controlled by Linux. Relevant mechanisms include
CPU privilege levels, the Memory Management Unit (MMU), NX/XD, SMEP, SMAP, IOMMU,
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hardware random-number generation, TPM 2.0, Secure Boot, measured boot, hardware-
assisted virtualisation and hardware device controls.

The Linux kernel uses these mechanisms to establish separation between kernel and user

space, protect process memory and control access to hardware resources. Where supported,

a TPM can provide a hardware root of trust for platform integrity measurements and
protected key operations.

Security Principle

Requirement Implementation for Linux

Only hardware required for the WSCA platform shall be present or enabled.

Minimal
HW-01 |n|r_na . Unused devices and interfaces shall be disabled in firmware and shall not
Configuration .
be exposed to Linux.
Processor execution-control mechanisms such as NX/XD, SMEP and SMAP
HW-02 Limited Execution §hall be e'nabled where supporteq. These shall prevent exect{tion or .
inappropriate access to memory in ways that could bypass Linux security
controls.
Direct hardware access shall be mediated by the Linux kernel. User-space
HW-03 Least Privilege processes shall not have direct access to privileged hardware resources
unless explicitly required.
The processor's privilege levels and MMU shall be used to maintain
HW-04 Process Isolation separation between kernel space and user space and between individual
processes.
HW-05 Memory Protection Hardware memory protection shi?ll be enabled and ulsed by Linux to
prevent one process from accessing another process's memory.
Unused physical interfaces such as USB, Bluetooth and wireless interfaces
HW-06 Controlled Interfaces shall be disabled or physically restricted. Unauthorised boot devices shall
be prevented.
HW-07 Platform Integrity Secure B'oot and TPI.VI-base'd mea.sured boot' shall be useq where supported
to establish and verify the integrity of the Linux boot chain.
HW-08 Network Protection pnly required physic'al network'interfaces shall be enabled. Unused
interfaces shall be disabled at firmware or Linux level.
WSCA Data Storage containing WSCA security-relevant data shall be physically
HW-09 . protected. Linux disk encryption, such as LUKS2, shall be used where
Protection . . }
protection of data at rest is required.
L. . Hardware privilege separation, NX/XD, SMEP, SMAP and other available
Privilege Escalation :
HW-10 Protection processor protections shall be enabled to prevent user-space software from
bypassing kernel protection.
HW-11 Security-Relevant Relevant hardware and firmware security events exposed to Linux shall be
Logging collected through the system logging or auditing mechanisms.
. Firmware, microcode, hardware drivers and other hardware-dependent
Vulnerability . . L
HW-12 components shall be included in the platform vulnerability-management
Management
process.
Where supported, hardware and firmware security events—including
. integrity failures, hardware faults and indicators of unauthorised physical or
Cyber Security . Y )
HW-13 logical access—shall be exposed to platform monitoring mechanisms.

Monitoring

Events shall be analysed and, where warranted, trigger alerts and incident
response.
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6.3 Boot and Initialisation for Linux

A Linux-based platform normally uses UEFI firmware, UEFI Secure Boot, a bootloader such
as GRUB, a signed Linux kernel, initramfs/early userspace and optionally TPM-based
measured boot.

Secure Boot establishes a chain of authenticated executable components. Measured boot can
record measurements of firmware, bootloader, kernel and other components in the TPM.
Linux can subsequently use these measurements for platform integrity verification or

attestation.

Security Principle

Requirement Implementation for Linux

UEFI, GRUB and initramfs shall contain only components required to start

BOOT-01 Mlnlr_nal . the approved Linux system. Unnecessary boot functionality shall be
Configuration .
disabled.
BOOT-02 Limited Execution QEFI Secure Boot shall be enabled where supported. Only authorised
firmware, bootloader and kernel components shall be executed.
BOOT-03 Least Privilege Access to. ﬁrmwarej (?onfiguration and boot configuration shall be restricted
to authorised administrators.
The boot chain shall execute only trusted components and shall prevent
BOOT-04 Process Isolation unauthorised components from being introduced into the initialisation
process.
BOOT-05 Memory Protection Hardwar'e me'mory-protect.ion mechanisms shall be active during boot and
shall be inherited by the Linux kernel.
BOOT-06 Controlled Interfaces UEFI .configuration, GRUB conﬁg.uration and rfecovery/single-user boot
functions shall be protected against unauthorised use.
Secure Boot shall verify the authenticity/integrity of boot components. TPM
BOOT-07 Platform Integrity measured boot shall be used where appropriate to provide additional
integrity evidence.
BOOT-08 Network Protection PXE.a'nd other. pre-0S network functionality shall be disabled unless
explicitly required.
BOOT-09 WSCA Data The boot environment shall not expose WSCA security-relevant data or
Protection cryptographic material to unauthorised users or components.
BOOT-10 Privilege Escalation GRUB command-line access, kernel parameters and recovery modes shall
Protection be protected against unauthorised modification or use.
BOOT-11 Security-Relevant Boot integrity failures and relevant boot security events shall be recorded
Logging where supported.
BOOT-12 Vulnerability UEFI, GRUB, kernel, initramfs and associated boot components shall be
Management included in vulnerability management and security updates.
The boot and initialisation process shall support detection and reporting of
. security-relevant anomalies, including unexpected boot configurations,
Cyber Security . . . I .
BOOT-13 failed integrity verification and unauthorised changes to boot components.

Monitoring

Events shall be made available to platform monitoring mechanisms for
investigation and response.

6.4 Operating System Kernel for Linux

The Linux kernel provides the most important security mechanisms for protecting the WSCA.
These include process isolation, virtual memory protection, Linux capabilities, namespaces,
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seccomp, SELinux/AppArmor, kernel module controls, filesystem permissions, device access
controls, kernel hardening mechanisms, network controls and audit facilities.

Linux also provides security mechanisms such as ASLR, NX, kernel address-space protection,

read-only kernel memory protections, module signing and restrictions on privileged

operations.

These mechanisms form the principal platform security boundary between the WSCA and
other software executing on the host.

Security Principle

Requirement Implementation for Linux

The Linux kernel shall contain only required drivers, filesystems, protocols

Minimal
KERN-01 ) . and functionality. Unnecessary kernel modules shall be removed or
Configuration )
disabled.
Kernel module loading and privileged kernel extensions shall be restricted.
KERN-02 Limited Execution Module signing shall be enabled where supported, and unauthorised
modules shall not be loaded.
KERN-03 Least Privilege The WSCA s'h'a.ll execute as a de'dicated non-root .user wherev.er. possible.
Linux capabilities shall be used instead of unrestricted root privileges.
KERN-04 Process Isolation Linux process isolati.on shall be enforced throu.gh normal process separation
and, where appropriate, namespaces and SELinux/AppArmor.
ASLR, NX/XD, SMEP, SMAP and other available kernel memory protections
KERN-05 Memory Protection shall be enabled. Processes shall not be able to access WSCA memory
belonging to another process.
Access to system calls, /proc, /sys, devices, IPC and other kernel interfaces
KERN-06 Controlled Interfaces shall be restricted. seccomp shall be used where appropriate to reduce the
WSCA system-call attack surface.
Kernel configuration, modules and security settings shall be protected
KERN-07  Platform Integrity , guration, Mocues ¢ y setting P
against unauthorised modification.
Linux networking shall expose only required interfaces, protocols and ports.
KERN-08 Network Protection nftables or equivalent firewall controls shall restrict network
communication.
WSCA Data Linux permissions, capabilities and SELinux/AppArmor policies shall prevent
KERN-09 | unrelated processes from accessing WSCA files, devices and other
Protection
protected resources.
KERN-10 Privilege Escalation Linux capabilities, SELinux/AppArmor, seccomp and kernel hardening
Protection mechanisms shall be used to reduce the possibility of privilege escalation.
KERN-11 Security-Relevant auditd, journald and kernel audit facilities shall record relevant security
Logging events.
KERN-12 Vulnerability The Linux kernel and security-relevant modules and drivers shall be
Management maintained using a controlled security-update process.
The operating system kernel shall support detection and reporting of
. security-relevant anomalies, including unexpected kernel-module loading,
Cyber Security . . L . o -
KERN-13 access-control violations, suspicious privileged activity and indicators of

Monitoring

attempted kernel exploitation. Events shall be made available to platform
monitoring mechanisms for analysis and incident response.
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6.5 Operating System / System Services for Linux

Linux system services are commonly managed through systemd. Security mechanisms
include systemd service isolation and sandboxing, Linux users and groups, capabilities,
SELinux/AppArmor, filesystem permissions, network namespaces, cgroups, firewall controls
and audit/logging facilities.

Systemd provides additional controls such as NoNewPrivileges, filesystem restrictions, device
restrictions, private temporary directories and namespace-based isolation.

Security Principle

Requirement Implementation for Linux

0S-01 Minimal Only system services required for WSCA operation, administration or
Configuration security monitoring shall be installed and enabled.
0S-02 Limited Execution Systemd shall start only authoriseq service§ .and. binaries. Service
executables shall be protected against modification.
05-03 Least Privilege Services shall run unde.sr.dedicated non-root accounts. L.inux capabilities
and systemd NoNewPrivileges shall be used where applicable.
0S-04 Process Isolation Services.shall be isolated u.sing SELinux/AppArmor and systemd
sandboxing where appropriate.
. Normal Linux process memory isolation shall prevent services from
0S-05 Memory Protection .
accessing WSCA memory.
0S-06 Controlled Interfaces S'ervice soc'ket.s, files, devices and IPC interfaces shall be restricted using
Linux permissions and mandatory access controls.
Service binaries and configuration files shall be writable only by authorised
0S-07 Platform Integrity o . 9 Y by
administrative processes.
05-08 Network Protection Only'required network §ervices shall listen or? th(? host. nftables shall
restrict access to permitted sources and destinations.
0S-09 WSCA Data Services shall have no access to WSCA security-relevant data unless
Protection explicitly required. SELinux/AppArmor shall enforce this where appropriate.
0S-10 Privilege Escalation Services shall use restricted capabilities, NoNewPrivileges and appropriate
Protection sandboxing to prevent privilege escalation.
0S-11 Security-Relevant Systemd/journald and audit facilities shall record security-relevant service
Logging events.
0S-12 Vulnerability Installed system services and packages shall be regularly updated and
Management unsupported services shall be removed.
System services shall be monitored for security-relevant anomalies,
. including unexpected behaviour, unauthorised configuration changes,
Cyber Security . o - }
0S-13 suspicious process activity and indicators of compromise. Detected events

Monitoring

shall be forwarded to platform monitoring mechanisms for analysis, alerting
and incident response.

6.6 Application Space for Linux

Linux provides several mechanisms to control application software, including Unix
users/groups, filesystem permissions, Linux capabilities, SELinux/AppArmor, seccomp,
systemd sandboxing, nhamespaces, cgroups and executable/file integrity controls.

The key objective at this layer is to ensure that an unrelated application cannot become an

attack path towards the WSCA.
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Security Principle

Requirement Implementation for Linux

Minimal Only software required for WSCA operation and authorised administration
APP-01 . . .
Configuration shall be installed.
Execution shall be restricted to authorised applications. SELinux/AppArmor
APP-02 Limited Execution and appropriate filesystem permissions shall prevent unauthorised
execution or modification.
Applicati hall icat rs and shall not execute with root
APP-03 Least Privilege p.p'lca ions sha use'd'edlc'a e.d.use sa
privileges unless explicitly justified.
Applicati hall isolated fi the WSCA using Linux process isolation,
APP-04 Process Isolation pp.lca ions shall be isolated from the / SCA using ux pro
SELinux/AppArmor and, where appropriate, namespaces.
. Linux process memory isolation shall prevent applications from reading or
APP-05 Memory Protection o
modifying WSCA memory.
A to files, ices, kets, , nd other system interfaces
APP-06 Controlled Interfaces ccess to |e§ devices, sockets, /proc, /sys and o Y
shall be restricted.
Applicati inaries, libraries and configuration shall be protected against
APP-07 Platform Integrity pplication binaries, libra g P 9
unauthorised modification.
Applicati hall h trict twork . Li fi I rul
APP-08 Network Protection pplica |or.15 shall have no unre.s I’I.C ed network access. Linux firewall rules
shall restrict network communication.
APP-09 WSCA Data SELinux/AppArmor and filesystem permissions shall prevent applications
Protection from accessing WSCA data unless explicitly authorised.
APP-10 Privilege Escalation Applications shall operate without unnecessary capabilities. seccomp and
Protection mandatory access controls shall be used where appropriate.
APP-11 Security-Relevant Security-relevant application events shall be recorded through journald,
Logging auditd or equivalent mechanisms.
Vulnerability Application packages and dependencies shall be maintained and vulnerable
APP-12 ot
Management or unsupported applications shall be removed or updated.
Applications in the WSCA environment shall be monitored for security-
. relevant anomalies, including unauthorised execution, unexpected
Cyber Security L ) T L L
APP-13 application behaviour, suspicious process activity and indicators of

Monitoring

compromise. Detected events shall be forwarded to platform monitoring
mechanisms for analysis, alerting and incident response.

6.7 Container / Isolation Layer for Linux

Linux provides the fundamental mechanisms used by modern container technologies. These
include namespaces, cgroups, Linux capabilities, seccomp, SELinux/AppArmor, filesystem
namespaces, device cgroups and Linux network isolation.

The container runtime, such as containerd, Podman or Docker, combines these kernel
mechanisms to create an isolated execution environment.

For an AVA_VAN.5 evaluation, the container boundary should therefore not be treated as an
independent security mechanism. Its security depends substantially on the correct
configuration of the Linux kernel and container runtime.

CONT-01

Security Principle

Minimal
Configuration

Requirement Implementation for Linux

Container images shall use a minimal base image and contain only software
required by the WSCA.
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Security Principle

Requirement Implementation for Linux

CONT-02 Limited Execution Only authorised and integrity-verified container images shall be executed.
tai hall non-root rs where possible. Unnecessary Linux
CONT-03 Least Privilege Con a!r?e'rs shall run as Non-root use P Y
capabilities shall be dropped.
PID, user, mount, network and IPC namespaces shall isolate the WSCA
CONT-04 Process Isolation . . P
container from the host and other containers.
hall limit tainer r rce consumption. Container processes
CONT-05 Memory Protection cgroups shall limit container resource co p p
shall not be able to access host or other-container memory.
Host filesystem mounts and /dev access shall be minimised. The container
CONT-06 Controlled Interfaces 4 . / .
shall not receive unnecessary host privileges.
Container images shall be authenticated and integrity-verified before
CONT-07 Platform Integrity deployment. Runtime configuration shall be protected against unauthorised
modification.
tai tworki hall it onl licitl i nnections.
CONT-08 Network Protection Con aln.er networking sha pe:.rr'm only explicitly required connections
Unrestricted Internet connectivity shall be prevented.
CONT-09 WSCA Data Volumes containing WSCA data shall be accessible only to authorised
Protection containers and processes.
.. . Privileged containers shall not be used. CAP_SYS_ADMIN and other
Privilege Escalation .
CONT-10 Protection unnecessary capabilities shall be removed. Seccomp and
SELinux/AppArmor shall be applied where appropriate.
CONT-11 Security-Relevant Container runtime and security events shall be logged and made available
Logging to the platform monitoring infrastructure.
Vulnerability Container images, runtime components, Linux kernel components and
CONT-12 . . L
Management dependencies shall be subject to vulnerability management.
The container runtime and isolation mechanisms shall be monitored for
security-relevant anomalies, including unauthorised container creation or
CONT-13 Cyber Security modification, attempted isolation-boundary violations, unexpected resource

Monitoring

access and suspicious workload behaviour. Detected events shall be
forwarded to platform monitoring mechanisms for analysis, alerting and
incident response.

6.8 WSCA Execution Environment for Linux

The WSCA execution environment can combine the Linux mechanisms described above into a
dedicated security boundary around the WSCA. The principal mechanisms are dedicated
Linux user/group identities, filesystem permissions, SELinux/AppArmor, Linux capabilities,
seccomp, systemd sandboxing, namespaces, cgroups, firewall controls, ASLR/NX and
integrity protection of the WSCA executable and libraries.

This layer should provide the closest and most direct protection of the WSCA. It is therefore
particularly relevant when demonstrating that the underlying platform does not introduce an
attack path that would undermine the WSCA's AVA_VAN.5 assessment.

WSCA-01

Security Principle

Minimal
Configuration

Requirement Implementation for Linux

The WSCA execution environment shall contain only the libraries, runtime
components, configuration and supporting functionality required by the
WSCA.
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Security Principle

Requirement Implementation for Linux

The WSCA executable and libraries shall be integrity-protected and only

WSCA-02 Limited Execution
authorised versions shall be executed.
The WSCA i - i i
WSCA-03 Least Privilege [ . SC shal'l .r.un under a dedicated non-root Linux account with only the
required capabilities.
The WSCA shall be isolated from unrelated processes using
WSCA-04 Process Isolation SELinux/AppArmor, namespaces and/or systemd sandboxing as
appropriate.
ASLR NX/X . Li i i
WSCA-05 Memory Protection SLR and NX/XD shall be en.abled Linux process isolation shall prevent
other processes from accessing WSCA memory.
The WSCA shall have access only to explicitly required files, devices,
WSCA-06 Controlled Interfaces sockets and system calls. seccomp and SELinux/AppArmor shall be used
where appropriate to enforce this restriction.
The WSCA table, li i i i i
WSCA-07 Platform Integrity e WSC exgcu able, |bra.r|es and .sgcurlty configuration shall be
protected against unauthorised modification.
WSCA-08 Network Protection The WSCA shall communlcate only with authorls.ed endpoints. Linux firewall
rules shall prevent unintended network connections.
WSCA Data WSCA credentials, cryptographic material and security-relevant
WSCA-09 Protection configuration shall be protected using restrictive filesystem permissions and
mandatory access controls.
- . The WSCA shall execute with no unnecessary capabilities and shall use
Privilege Escalation .
WSCA-10 : NoNewPrivileges, seccomp and mandatory access control where
Protection .
appropriate.
WSCA-11 Security-Relevant Security-relevant events affecting the WSCA execution environment shall
Logging be recorded and protected against unauthorised alteration.
WSCA-12 Vulnerability All WSCA runtime libraries and platform dependencies shall be included in
Management the vulnerability-management process.
The WSCA execution environment shall be monitored for security-relevant
. anomalies, including unauthorised changes to runtime components or
Cyber Security ) . ; .
WSCA-13 configuration, unexpected WSCA behaviour, suspicious resource access and

Monitoring

indicators of compromise. Detected events shall be forwarded to platform
monitoring mechanisms for analysis, alerting and incident response.
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